New SSL certificates have been deployed for PFMS and Bharatkosh portals on 29/02/2016.
Some of the users are facing problem to open these sites. To resolve this problem CCA(Chief
Certifying Authority) certificate is needed to be enabled “trusted” manually one time for Internet
Explorer, Google Chrome and Mozilla Firefox browsers before opening the website for PFMS
and Bharatkosh.

Steps to do the above mentioned activity are as under:

For Internet Explorer browser
Following steps are to be followed to “trust”the CCAcertificate in Internet Explorer

Step 1

e Right click Internet Explorer icon and select ‘Run as Administrator’ option from
available set of options

Step 2

¢ In the Internet Explorer’s browser, Click on ‘Settings’ button available at the right hand
side of the browser window.
o After selecting ‘Settings’, click ‘Internet Options’ as shown in the figure below.
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Figure 1: Internet Explorer Browser



Step3

o After selecting ‘Internet Options’ in previous step,tab will appear on the screen
containing ‘Content’ as one of the tab.
e Click on ‘Content’ tab.
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Step 4

At ‘Content’ tab, click on ‘Certificates’ button as shown below.
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Figure 3: Select Certificate

Step 5

On the screen that follows, Click on ‘Trusted Root Certification Authorities’ tab.

2 - a
P Internet Options : Y
Intended purpose: | <All> v

| Intermediate Certification Autharities || Trusted Root Certification Authorities | Trusted Publl + | »
Issued To Issued By Expiratio...  Friendly Name ~ O U-t O n -t h e b rOWS e r

ﬁ]»‘\dd‘nust External ... AddTrustExternal CA... 5/30/2020 The USERTrust ...

[ Baltimore CyberTru... Baltimore CyberTrust... 5/13/2025  Baltimore Cyber... . d

[lcca india 2011 CCA India 2011 3/11/2016  CCAlndia 2011
(5l Class 3Public Prima... Class 3Public Primary ... 8/2/2028  Verisign Class 3...
[l Copyright {c) 1997 ... Copyright () 1897 Mi...  12/31/1898 Microsoft Timest...
[IDigiCert Assured ID... DigiCert Assured IDR... 11/10/2031 DigiCert
[lDigiCert Global Roo... DigiCert Giobal Root CA  11/10/2031  DigiCert
[IDigiCert High Assur... DigiCert High Assuran...  11/10/2031 DigiCert

@EﬂhustRnnlCamﬁ‘.‘ Entrust Root Certifica...  11/28/2026 Entrust v ltermet Exp‘orer as your dEfaU“: browser tO
fast, full-screen browser that's perfect for

Certificate intended purposes
View
Set default browser m

oK. Cancel Apply

M wndowsrso G Gongie counts . .
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Step 6

At ‘Trusted Root Certification Authorities’ tab, look for'CCA India 2014’ certificate option in the
presented list of options under the tab.

In case the ‘CCA India 2014’ certificate option is available, then user shall double click the
certificate and proceed as explained in Step 7 and further.

Step 6(a)

In case, ‘CCA India 2014’ certificate option is not found in thepresented list of options, then user
would require to download & install the certificate from the following link:

https://www.ncodesolutions.com/

After clicking the mentioned link, user shall be navigated to page required to download the
certificate.

At the concerned opened page, user shall click on ‘CCA Certificate 2014’ link available on the
screen.

Clicking the mentioned ‘CCA Certificate 2014’ link would download the required certificate in
user’'s machine as .der file.
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Figure 5: Download Certificate

After downloading the required certificate file, user shall select ‘Trusted Root Certification
Authorities’ tab as explained above (Step 1 to Step 6).



https://www.ncodesolutions.com/

At ‘Trusted Root Certification Authorities’ tab, user shall click ‘Import’ button to import the
downloaded certificate.
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Figure 6: Import Certificate

On the screen that follows, click ‘Next’ to proceed with certificate import procedure.

- o lEN
I EAR ]

B3 Home - Welcome to Lenove |@\ntEmEtExp\urEr\snutynur.” x

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certfication authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

To continue, dick Next.

rlet Explorer as your default
OrOWSET to get a fast, full-screen browser

that's perfect for touch.

] »
psmspre.. ||| W J|eertificate -Word | S download - Wind... | ) o-Paint

Figure 7: Import Certificate




After clicking ‘Next’, user shall be directed to upload the downloaded certificate. User shall click
‘Browse’ to upload the concerned file.

Once the concerned file is uploaded successfully, user shall click ‘Next’ to proceed to next step
of certificate import.
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Step 7

The uploaded certificate shall be listed under ‘Trusted Root Certification Authorities’ tab as
shown in the screen below.
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Figure 9: Certificate Uploaded Successfully



Step 8

Once the certificate is available in list, user shall double click the ‘CCA India 2014’ link to
proceed to next step.

After double clicking the ‘CCA India 2014’ link, user shall the ‘Details’ tab.
At ‘Details’ tab, user shall click ‘Edit Properties’ button.
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Figure 10: Edit Properties



Step 9

After clicking ‘Edit Properties’, user shall be directed to ‘Certificate Properties’ window.

At ‘Certificate Properties’ window, user shall select radio button ‘Enable all purposes for this
Certificate’ under ‘General’ tab.

After selecting the mentioned radio button, click ‘Apply’ button and then click ‘Ok’ button.

Certificate would be enabled successfully.
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Figure 11: Enable Certificate



For Google Chrome Browser

User shall perform configuration steps to enable the required certificate in Google Chrome
browser.

Pre-Requisite
o Certificate shall first be imported in Internet Explorer

After importing the certificate in Internet Explorer browser as explained above, user shall select
Customize & Control icon on right hand side in Chrome browser.
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Figure 12: Configure Certificate in Chrome



At ‘Settings’ screen, user shall select ‘Import bookmarks and settings’ button.
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Figure 13: Import Certificate

On the screen that follows, select ‘Microsoft Internet Explorer’ option from dropdown. Select all

the check boxes and click ‘Import’ button to import the certificate from Internet Explorer to
Google Chrome.
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Figure 14: Certificate Imported in Google Chrome



For Firefox Mozilla Browser

User shall perform configuration steps to enable the required certificate in Firefox
Mozillabrowser.

Pre-Requisite

o Certificate shall first be imported in Internet Explorer
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Figure 15: Firefox Mozilla



After importing the certificate in Internet Explorer browser as explained above, user shall click ‘|
Understand the Risks’ link in Firefox Mozillabrowser.

Click ‘Add Exception’ button that appears after clicking ‘I Understand the Risks’ link.
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Figure 16:Add Exception



After clicking ‘Add ‘Add Exception’ button, user shall be directed to Add Security Exception
window.

At this screen, user shall click on ‘Get Certificate' button.

,
s 0 e

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Location: | |jladettial iyt A1
Certificate Status

This site atternpts to identify itself with invalid information,

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature,

Permanently store this exception

Confirm Security Elcceptiun| | Cancel |

Figure 17: Get Certificate



Click the ‘Confirm Security Exception’ button at the button to successfully trust the required
certificate.
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Figure 18: Certificate Imported Successfully



